X\ NOVATEC

Vulnerabilities In
Continuous Delivery Pipelines?
A Case Study

Christina Paule

o o f o’ Continuous Lifecycle
-_’-_’m Mannheim, 14. November 2019



Critical vulnerability in Docker and
Kubernetes allows code execution on host
systems (CVE-2019-5736)
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Which vulnerabilities are present in CD pipelines &
how can they be detected?
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Terms

Open-Source-
Framework
Apache Struts

increase exposure EQU’FAx

2017

use

Vulnerability

increase

Personal information,
social security number,

Affected 143 million
in the U.S.

Pay around $700 million

increase

Based on K.-J. Farn, S.-K. Lin, A. R.-W. Fung. “A study on information security management system evaluation—assets, threat and vulnerability.” In: Computer Standards & Interfaces 26.6 (2004), pp. 501-513
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Analysis zfO

Lessons Conclusion

Learned
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Setup

Pipeline A

L".:"T 1.

Developer

checkout source code

<= HockeyApp

9.
deploy
android
app

O3
_docker )
Eﬂ commit code changs \“BlthCket JFrog Artifactory M:RUNDECK

8.

Jenkins

2. pipeline starts through Webhook

AWS EC2

M 9_
4 6 deployment to
checkout upload cloud
source artifacts
code

3. trigger: build

pull
images

EC2 Docker image repository

g

5.
e build
atrifacts
push
images

7. trigger: deployment

Paule: Vulnerabilities in CD Pipelines? A Case Study

14.11.2019 DQ NOVATEC



Setup

Pipeline B

O
SFTP Server
1. _ ¢ 6
- v GitLab =>0nNa e :
<“#m commit code change * * YPES * deploy artifacts
Developer docker docker T
2] |35 4.
pipeline | | checkout * upload *
starts | |source artifacts
through | |code
Webhook
trigger
6. deployment
3. \ . L, IEM
trigger 5.* execute tests WebSphere
build & Jenkins S
docker 3bu”d , Mashicor
artifacts G:.: Consul
* = the result of every pipeline
stage is stored on Consul
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Survey

Setup:
Online-survey
19 participants

Questions:
Participants profile
Security attributes
Attacks

Results:
Role of developers
Deal with security matters
TOP 3: Integrity, availability, confidentiality
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Analysis
Threat modeling approach

Decompose the application
Determine and rank threats

Determine countermeasures and mitigation
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Analysis

Developer

L. push SRC Repository

4. retrieve sources

Library store

5. get libraries

_ 6. store artifacts

<

Deployment server

Artifact repository
10

9. retrieve artifacts
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Analysis X@
Threat Analysis with STRIDE

Spoofing Identity
Tampering with Data
Repudiation
Information Disclosure
Denial of Service

Elevation of Privilege

11 Paule: Vulnerabilities in CD Pipelines? A Case Study 14.11.2019 (.| NOVATEC



Analysis %g'f;

Threat Analysis with STRIDE

Tampering with Data App App Integrity

Information Disclosure

Denial of Service ‘ 0
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Analysis
Threat risk assessment

13

Over all risk severity

Impact

Likelihood

Medium High
Low Low Medium
Medium Low Medium High
High Medium Critical
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Analysis ¥
STRIDE example

Developer -m SRC Repository CI/CD server

4. retrieve sources

: 5. get librari
Library store R s

Artifact repOSitOFY :6. store artifacts Deployment S

9. retrieve artifacts

Tampering

An attacker can load code
inside your process via an
extension point
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Analysis

STRIDE example

Occurrence

Threat

Effect

Vulnerability

15

1. Push

Commit arbitrary code; manipulate
or remove pipeline scripts

Malicious code; no delivery

« None or few access restrictions
* No review of code changes
* No testing of pipeline scripts
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An attacker can load code
inside your process via an
extension point
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Analysis
Results %o

= FocusonT, I, and D

N
’ No or insufficient access restrictions
‘ Unencrypted connections
\
‘ Use of vulnerable pipeline components or unsafe environments
|
’ Vulnerable pipeline configurations
|
’ Vulnerable code commits, pipeline scripts, docker images/containers, artifacts
/
‘ No review of pipeline changes
’ Each team member with access rights
4
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Case Study 2

Execution

STRIDE results
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Case Study
Tools and Methods

Manually
VulDB

N
Owasp Dependency Check , DEPENDENCY-

\

Vulnerability Checks in Pipeline Components
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Case Study Results
Pipeline A
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Case Study Results

Pipeline B
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Lessons Learned =

Security has not a high priority
Findings improve security awareness

Important factors: time, budget
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Conclusion

Survey
= Setup:
~  Online-survey

19 participants

= Questions:
Participants profile
~  Security attributes
Attacks

* Results
Role of developers
Deal with security matters
~ TOP 3: Integrity, availability, confidentiality
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Analysis & Abstraction
STRIDE example

Developer

4. retrieve sources

9. retrieve artifacts
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Deployment server
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Case Study Results
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-Q»- START NOW — SECURE YOUR CD PIPELINE! -Q»-
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